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REMARKS 



Claims 1-24 are pending in the application. Claims 1-24 have been rejected. 



Claim Rfetections under 35 V.S.C. §112 



Claims 1-24 were rejected under 35 U.S.C. § 1 12» first paragraph, as failing to comply 
with the written description requirement 

Tne Examiner rejected claim 1 and indicated that the specification does not describe an 
Qut-of-b£nd channel, encrypting the first key with the registration key, sending the unencrypted 
first key on a broadcast channel, encrypting the second key with the first key and sending the 
second k :y on an out-of-band channel. 

applicants have amended claim 1 and submit that the claim and the amendments axe fully 
supported by the specification. The Examiner stated that the specification does not describe 
encryptir g the first key with the registration key.^pplicant respectfully submits that encrypting 
the first I^y with the re^stration key is disclosed in paragraph 1062: Tn the subscription process 
the CS stands the UIM 308 the value of a common Broadcast Access Key (BAK). The CS sends 
the MS 300. and specifically UIM 308, the value of BAK encrypted using the RK unique to UIM 
308." In iddition, the Examiner stated that the specification does not describe encrypting the 
second kjy with the first key. Applicants respectfully submit that encrypting the second key with 
the first l:ey is disclosed in paragraphs 1066 and 1068. '*To ensxire the efficient distribution of the 
security information SK, the CS periodically distributes a common Broadcast Access Key (BAK) 
to each s ibscriber UIM 308. For each subscriber the CS encrypts BAK using the corresponding 
RK to oh tain a value called B AKI (BAK information)- The CS sends the corresponding BAKI to 
the MS 300 of the subscribed user." (paragraph 1066) **Within each period for updating the 
BAK, a short-term interval is provided during which SK is distributed on a broadcast channel." 
(paragraph 1068) TTierefore, Applicants respectfully request that the rejection of claim 1 be 
withdravsnn. 

Claims 2-10 arc allowable as depending directly or indirectly from allowable amended 



claim 1- 



Claim 22 is aUowable for the same reasons given above for claim 1. 
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Claims 15-21 were rejected by the Examiner because the specification docs not disclose 
sending <. first arid second key unencrypted over a channeL Applicants respectfully request that 
this rejection be withdrawn because claim 15 does not disclose sending a first and second key 
unencrypted over a chatmel, either in the previous or current amended versions. Claim 15 
discloses that the first key is "encrypted with the registration key" and the second key is 
"encTypt<:d with the first key''. Therefore, Applicants submit that amended claim 15 is allowable. 

Claims 16-21 are allowable as depending either directly or indirectly from allowable 
claim 15, 

Claims 15-21 were also rejected by the Examiner stated that the specification does not 
disclose he combination of a first key^ second key, short term key and registration key. 
AppKcarits respectfully submit that the above terms are disclosed in the specification. Particular 
paiagrap is have been dted above which indicate that the specification does disclose these terais. 
Applicants request, therefore, that the rejection of claims 15-21 be withdrawn. 

Claims 1-14 and 22-24 were rejected by the Examiner on the basis of the specification not 
disclosin g the combination of limitations comprising encrypting a first key with a registration 
key, enciypting a second key with a first key, and sending the second key on an out-of-band 
channeL Applicants have amended the claims to remove the reference to an out-of-band chaimeL 
However, Applicants respectfully submit that the limitations encrypting a first key with a 
registniti on key, encrypting a second key with a first key, are disclosed within the specification in 
the paragraphs cited above- Hierefore, Applicants submit that claims 1-14 and 22-24 arc in 
condition for allowance. 

gaini Rejections under 35 U,S,C> S 101 



non- 
device", 
the 

"a digita 



elem^^ts 



Accomey 
Cusiomer> 



Claim 



24 was rejected under 35 U.S.C, § 101 because the claimed invention is directed to 
statiltory subject matter. The Examiner stated that claim 24 recites "a digital signal storage 
and a digital signal does not fall under the statutory classes of invention and therefore 

of the claim are not tangibly embodied. Applicants have amended claim 24 to recite 
data storage device". 
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reasons 



C laims 15, 16, and 18-21 were rejected under 35 U.S.C § 102(e) as being anticipated by 
Patint 6,690,795 to Richards (hereinafter "Richards"). Apphcants respectfully disagree for * 
and explanations set forth below, 
k claim is anticipated only if each and every element as set forth in the claim is found, 
expressly or inherently described, in a single prior art reference." M,P,E.P. § 2131 (Aug. 
ing Verdegaal Bros. v. Union Oil Co. of California, 814 F.2d 628, 631, 2 USPQ2d 
(Fed. Cir. 1987)). *The identical invention must be shown in as complete detail as is 
in the , , . claim." Id. {quoting Richardson v. Suzuki Motor Co., 868 F.2d 1226, 1236, 9 
105 1» 1053 (Fed. Cir. 1987)). In addition, 'the reference must be enabling and describe 
applij^ant's invention sufficiently to have placed it in possession of a person of ordinary sJdll 
of the invention." In re Paulsen, 30 R3d 1475, 1479, 31 USPQ2d 1671. 1673 (Fed. 
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j^Lpplicants respectfully submit that claims 15, 16, and 18-21 are not anticipated by 
for the reasons and explanations set forth below. 

respect to amended claim 15 Applicants respectfully submit that Richards does not 
the limitations of amended claim 15. In particular, Richards does not disclose 
an updated first key after a first time period has elapsed, and receiving an updated 
after a second time period has elapsed, wherein the second key is updated in two 
^t part known to the partidpani in the transmission and a second part sent on a 
channel". 

l^chards discloses an encryption system for restricted-access television systems. A 
program is delivered to a customer in the form of a stream of digital data, along a data 
as a coaxial cable. (Co). 2, lines 41-43). The channels typically have sufficient 
to carry multiple television programs, (Col. 2, lines 45-47). Time multiplexing is used 
the channel in the form of digital data pack^- (Col. 2, lines 52-56). Each customer 
top box which includes a decoder to decode and process the packets. (CoL 2, lines 63- 
data packets aie distributed in parallel to all customers. All customers receive all the 
or all programs broadcast. However, customers axe only granted access to the specific 
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provided in their subscriptions- (Col. 3, lines 5-11). The Access Control system 
decryption keys to customers. The distributiori is typically accomplished by sending 
:omer the decryption keys in encrypted form. (Col. 4, lines 55-59), Each customer's set 
assigned a unique key. The decryption keys are encrypted using the customer's set top 
This results in each customer obtaining only the decryption keys for the programs 
for that customer- (CoL 4, lines 59-62). The key, SK, is itself encrypted using another 
Each customer receives two data words. The key SK is encrypted using PK, a program 
is encrypted using the unique key of the customer's set top box. (Col. 9, lines 12-18). 
s, SK and PK are delivered by an out of band channel. (CoL 9, lines 21-22). Key SK is 
using PK as a key and is decrypted at the customer using actual PK to produce actual 
tjhus produce the content. (Col. 9, lines 25-31) While Richards discloses updating the 
keys, no specific method for accomplishing this updating is described. Therefore, 
does not disclose "receiving an updated first key after a first time period has elapsed, 
ving an updated second key after a second time period has elapsed, wherein the second 
ufjdated in two parts, a firat part known to the participant in the transmission and a second 

on a broadcast channel". Applicants respectfully submit that amended claim 15 is not 
patjed by Richards. 

C'laims 16 and 18-21 are allowable as depending either directly or indirectly firom 
amended claim 15 and are allowable for the same reasons given above for claim 15. 



allowable 



Claim I ejections under 35 U^S.C- ^ 103 



Claim 17 was rejected as being unpatentable over U.S. Patent 6,690,795 to Richards as 
applied io claim 15 in further view of U.S. Patent 6,073,122 to Wool (hereinafter "Wool"). This 
rejection is respectfully traversed. 

b establish a prima facie case of obviousness, the prior art reference (or references when 
combined) must teach or suggest all the claim limitations. 'The teaching or suggestion to make 
the clair led combination and the reasonable expectation of success must both be found in the 
prior art[ not in AppUcants' disclosure." InreVaeck , 947 F-2d 488, 20 USPQ2d 1438 (Fed. Cir. 
1991). 



Customer }4o. 



tJocketNo.: 010497 
.: 23696 



12 



PAGE 13/15 » RCVD AT 8/23/20(15 4:13:17 PM [Eastern Daylight Tme] ' SVR:USPTO-EFXRF-6/36* DNIS:27383(«I * CSID:+8586515400 ' DURATION (fnni-ss):03-22 



08-23-05 



13:11 



Frora-t 190 



-^8586515400 



T-892 P. 014/015 F-55r 



PATENT 



Applicants respectfully submit thai a prima facie case of obvioustiess has not been 
established regarding claim 17 because the prior art cited does not teach or suggest all the claim 
limitatioiis. 

^?^ool teaches a system for restricting access to transmitted programming content. The 
encryptic n key is transmitted to the customer with the encrypted progra mm i n g content. A set-top 
terrtiinal or similar mechanism restricts access to the transmitted multimedia information using 
stored decryption keys, (Abstract) The set-top terminal preferable receives one or more package 
keys that are periodically sent by the service provider. Each key corresponds to a package of 
program!! that the cxzstomer is entitled to for a given period. (Abstract). Each program is 
encrypteii by the head-end server before transmission using a program key, unique to the 

(Abstract) The memory in the set-top terminal securely stores the decryption keys. (Col. 



program 
1, lines 



4-46) 



Nci±er Richards nor Wool teaches or suggests the limitation "^receiving an updated first 
key after a first time period has elapsed, and receiving an updated second key after a second time 
period hi is elapsed, wherein the second key is updated in two parts, a first part known to the 
participant In the transmission and a second part sent on a broadcast channel". Applicants 
respectfully submit that claim 17 is allowable as the combination of Richards and Wool does not 



result in 



Applicants disclosure and request that the rejection of claim 17 be withdrawn. 
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REQUEST FOR ALLOWANCE 

Itl view of the foregoing. Applicant submits that all pending claims in the application are 
patentable. Accordingly, reconsideration and allowance of this application axe earnestly 
solicited. Should any issues remain unresolved, the Examiner is encouraged to telephone the 
undersig led at the number provided below. 



Dated: August 23, 2005 



5775 
San Die^i 
Teleph 
Facsimile 



Respectfully submitted* 




Roberta A. %ung, Rbg- No. 53.813 
(858) 658-5803 



QUALCOMM Incorporated 



Morehouse Drive 

o» California 92121 
(858) 658-5787 
(858) 658-2502 



oie: 



Attorney 
Customer Ko 
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